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Abstract: Current lifestyles and technologies have inspired new ways to manage home appliances free of restrictions
previously imposed by distance and time. So-called home automation technologies allow users to control and
schedule common home tasks, often without human intervention. Several types of home automation systems have
been proposed and classified according to their functionality, mode of user interaction, scheduling systems and
cost-effectiveness. This paper reviews proposals in the smart home field from the last five years, considering both
technical and functional aspects. The paper seeks to define automated or smart home systems by identifying common

aspects of current such systems.
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Introduction

Smart home environments have emerged as a
serious field of research and commercial development
over the last decades. A range of applications have been
developed to provide improved convenience, energy
savings, security and entertainment for residents, and
special environments have been developed to improve
the living standards and autonomy of the elderly and
disabled. The current paper aims to integrate current
research trends such as activity and speech recognition,
natural user interfaces, mobile communications, and
ontology systems. The philosophy of these systems is
now focused on what the home can do all by itself rather
than expecting a remote command in order to initiate a
process.

Home automation solutions are developed based
on currently available technologies. Since 1975 the X10
industry standard has played an important role in the
development of networking devices and appliances
plugged in to household power lines. More recent
protocols and standards like Insteon, KNX, ZigBee Home
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Automation, and ZWave have been presented in several
academic and
systems, and new designs emerge with the development
of more recent platforms, communication standards and
networking architectures, including proposals based on
telephone [1]-[4], Java [5] and Bluetooth [6], [7]. Also,
the need for remote controlling sensation brought home
gateways [8]-[10] that let users command household
appliances at a distance by remote interfaces.

However, such technologies cannot directly
offering the interactions and lifestyle rush users are
accustomed to since the explosion caused by the Internet
and mobile (handset and tablet) devices. Nowadays, it is
required that the smart home system enables the user to
have absolute control of all the connected appliances,
scheduling several tasks to be performed, receiving
real-time information about the home environment, and
being notified by automatic alarms sent to the user once
an event occurs.

Despite these continuing innovations, smart home
technologies have yet to achieve mass market
penetration due to several barriers including cost of
technology and implementation, privacy concerns, lack
of standardized devices, and the wide spectrum of

research proposals for smart home
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mechanisms and protocols involved. As Peine noted, “In
spite of the fairly long history of the Smart Home idea
itself, its diffusion in terms of market share and routine
implementations is still emerging. Prototype applications
such as test and demonstration houses exist but the field
has not moved very far in the direction of mainstream
applications. In other words, the innovation process of
the Smart Home has not yet fully stabilized” [11].

Takayama and Barry [12] found that smart home
system early adopters were drawn to the technology out
of concern for improved security, lighting control, energy
conservation, climate control, irrigation and
entertainment. Implementing such technologies also
improved family communication, freed up time for
personal activities, enhanced respect for personal zones,
and optimized consumption.

The design of such systems must center around the
quality of the user experience and user satisfaction. Any
alert generated or event detected by such a system is
designed to prompt user action, and user-system
interaction is a crucial design aspect. On the other hand,
system design must anticipate conditions which may
prompt user input or action. For example, tracking
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systems are designed to monitor residents and summon
assistance if needed, but such systems can easily result in
invasions of privacy. Choe et al. [13] found that smart
home users are poorly prepared to deal with such privacy
concerns, and tolerance for intrusion into one’s personal
space varies among individuals, making it difficult to
provide standard or default solutions.

Several surveys have examined issues related to
home domotics, home automation and smart home
environments. Cook and Das [14] reviewed how several
smart home system development integrates expertise
from different technological domains including
location-awareness, mobility tracking, natural user
interfaces, decision making, and health monitoring and
assistance. Following the same approach, Chan et al. [15]
reviewed leading smart home projects in terms of how
smart homes and their related applications are viewed
on a regional basis (i.e., U.S.A, Asia, Europe, Australia and
New Zealand), their legal and ethical implications, and
their socio-economic impact. Grinter et al. [16] reviewed
several studies from the UK and US to assess “the work
householders engage in to embed computing in domestic
life and thus make the home network work”. Sadri [17]
surveyed the related technologies and their ethical
implications. He also considered the application of the
Ambient Intelligence (Aml) concept for smart home
system hardware and knowledge representations.

This review focuses on the evolution of smart
home environments in terms of purpose and
human-computer interactions. Therefore, the objectives
for the survey are twofold:

1. To identify low-cost technologies (e.g.
embedded systems, cellphones and regular web
cameras) and the way they are implemented in
the system.

2. To assess user-interface mechanisms
implemented in such cases, considering crucial
aspects such as user type and user command
intuitiveness.

The paper begins with a description of the model
applied in current smart home environments (Fig. 1),
including environment implementation and user
interface design. The analysis concludes with the new
tendencies towards intelligent smart environments and
how researchers are working with the applications of the
new relevant concepts.

The rest of the paper is organized as follows:
Section Il describes the methodology applied while
searching through databases and publications; Section Il
presents generalities of smart home environment
architectures, considering basic technologies,
communication protocols, and system structure. Section
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IV discusses the implementation of smart home
environments. Section V discusses home automation
proposals for elderly and disabled users. Section VI
presents a range of implemented user interfaces. Finally,
Section VIl concludes with a discussion about the
evolution of smart home environments and current
challenges in the field.
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Figure 1. Flow sequence of the survey content.

Research Methodology

The content review was conducted by following a
three-step methodology: (i) planning, in which the scope
of the survey was defined; (ii) execution, where papers
from journals and relevant conferences in the field were
considered; and (iii) data extraction and filtering, which
consisted of the scrutiny of the material and excluding
those papers with irrelevant content for this review.

For the planning process, the following questions
were proposed as research guidelines: 1) what was the
purpose of the smart home systems and home
automation environments proposed in recent years? 2)
What user-interface mechanisms were implemented in
those systems? And 3) what are the current research
trends regarding smart home systems design and
development?

The motivation for the first question is to know
what the users can actually do with the recently
proposed smart home systems once it is fully operational
in the house. This information is useful for determining
any problem researchers have been dealing with in
recent years and the proposed solution defined by an
automated home environment. Solving this question
helps to describe the state-of-the-art in smart home
systems.

The second question was propounded by the need
for information concerning the defined mechanisms for
users to give instructions to the smart home
environments.  Considering the new affordable
technology for human-computer interactions, the review
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interest includes how effective such technology is in
terms of daily living and user assistance.

Finally, the interest for knowing which new
concepts are appearing in the field is the motivation for
question 3. Answering these questions helps researchers
to know which concepts are currently being considered
when defining new proposals in terms of smart home
environment implementation and human-computer
interaction.

Content Search and Filtering

A manual search was done in the following
databases: ACM Digital Library, IEEE Xplore and
ScienceDirect. The review was carried out from April
2014 to November 2014. Only results from the last five
years were considered in order to keep the review within
recent proposals in the topic. The following keywords
were used while searching: smart home, home domaotics,
home automation and home environment.

Despite the considerable amount of publications
that the search queries returned, only those with
information regarding the purpose of the proposed
system and/or user-interface mechanisms for sending
commands to the system were considered. Material
centered in technical issues were discarded (the term
technical issues references the content focused on device
communications, networking protocols, circuit design,
software modelling, hardware design and
implementation).

In order to bring complementary information to
the content, the following keywords were included on
the search queries: Kinect, Leap Motion, user tracking
and natural-user interfaces. A total of 166 papers were
initially considered for the review. An extensive analysis
over the obtained publications was performed in order to
exclude irrelevant material (descriptions of the
system/user interactions without implementations and
research extensions of previous proposals tightly scoped
on specific problems). After excluding the above
mentioned material, 134 papers were chosen to be
considered for the final review.

Results

The selected publications are composed of 50
journal papers and 84 conference proceeding papers. In
Table I. the searched journals are listed with their
respective quartile and H-index rank. Ranking
information of the journals was obtained from the
Scimago Journal & Country Rank
(http://www.scimagojr.com). Fig. 2 shows the number of
publications per journal. IEEETCE has the most prominent
number of publications in the field followed by PUC and
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Figure 2. Number of reviewed papers per journal.

Fig. 3 shows the number of publications from 2009
to 2014. An increasing tendency is found every other year.
For 2013, the trend topics concerning smart home
environments were focused on user interactions
considering specific populations such as the disabled and
the elderly. In the same way, the consolidation of new
user-tracking devices (e.g. Kinect and Leap Motion)
brought an important number of proposals where
systems are capable of bringing assistance according to
the actions of the users. This approach is studied under
the concept of Context-Aware Systems (considered in
Chapter Il1).

Mumber of reviewed papers
(per publication year)

Figure 3. Number of reviewed papers by year of publication.
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Table 1. Searched Journals.

ID NAME QUARTILE H-INDEX

ACMCS ACM Comput. Q1 90
Surv.

ACMTCHI ACM Trans. Q2 40
Comput.-Hum.
Interact.

ACMTECS ACM Trans. Q2 49
Embed. Comput.

ACMTW ACM Trans. Web Ql 26

AE Applied Energy Qi1 67

AC Automation in Ql 48
Construction

ACMCOMM  Commun. ACM Q1 131

IETCOMM Communications, Q2 37
IET

CMPB Computer Q2 53
Methods and
Programs in
Biomedicine

IEEETCE Consumer Q1 69
Electronics, IEEE
Transactions on

EB Energy and Q1 76
Buildings

EAAI Engineering Q1 54
Applications of
Artificial
Intelligence

ESA Expert Systems Q1 85
with Applications

IEEETHMS*  Human-Machine - -
Systems, IEEE
Transactions on

JMLR J. Mach. Learn. Q1 94
Res.

JSS Journal of Systems Q2 60
and Software

IEEETMC Mobile Ql 80
Computing, IEEE
Transactions on

PUC Personal and Q2 31
Ubiquitous
Computing

PMC Pervasive and Ql 28
Mobile Computing

IEEEPC Pervasive Q2 69
Computing, IEEE

PCS** Procedia - 15
Computer Science

PT* Procedia - -

108
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RP Research Policy Ql 129

IEEETSMCS Systems, Man, and Q1 76

Cybernetics:

Systems, IEEE

Transactions on

Vision, Image and Q2 39

Signal Processing,

IEE Proceedings

Csl Computer Q2 38
Standards &
Interfaces

CEE Computers & Q2 26
Electrical
Engineering

CcS Computers & Q1 51
Security

JVLC Journal of Visual Q2 34
Languages &
Computing

* No ranking information available.

** No quartile information available

*** | ast available ranking information from 2009

IEEPVISP***

The classification of the reviewed publications was
done by defining six categories: (i) Introduction; (ii) Smart
Home Architecture; (iii) Applications; (iv) Systems for
Specific People; (v) User Interfaces; and (vi) Evolution.
Such categories are considered as content chapters in the
review. Fig. 4 shows the percentage of publications per
category.

We chose the previous categories to group the
researched papers because they consider current topics
of human-computer interaction research, and smart
applications, which are the base of any important
research work interested in the development of new
smart home technologies.

Current Smart Home Architecture

Within the last decade, smart home environments
have evolved in two ways: the purpose of the system and
the user interaction with the system. When the purpose
of the system is considered, it can be found that new
pillars, like economy savings, inhabitant caring, and
context-aware recognition are replacing traditional ones,
like entertainment and luxury. On the other hand, user
interaction has several mechanisms based on natural
language processing and natural user interfaces that
people can utilize with the purpose of having total
command of each device connected to the system. Both
branches of evolution merge together in order create a
fully functional environment, capable of bringing
automatic assistance based on the recognition of the
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daily activities performed within the house.

B Introduction

m Current Smart Home Architecture
Proposed Applications for Smart Home Systems
Smart Home Systems for Specific People

B Usszr Interfaces Applied to Smart Home Environments

m Evolution of Smat Home Systems

Figure 4. Number of reviewed publications per category.

Nowadays, users are accustomed to immediate
responses from every activity where computers and
mobile devices (smart phones and tablets) are used as
the universal tool. On the Smart Home field, such
immediate responses require 24/7 systems with external
communication capabilities, which increases the
complexity of the system as new functionalities are
required. Additionally, current mobile and web
applications let users define their own settings (user
name, authentication mechanism, communication
procedures, rules and tasks, to name a few) besides the
standard configuration. Therefore, it is required to design
this type of interaction with the smart home systems in a
way that users can define their own settings and
behavior according to their preferences. This aspect is
strongly tied to the user interface that grants such type
of configuration. At the moment, mobile and web
applications are the preferred mechanisms to enable
user-system interaction, setting aside PC programs and
wall-mounted displays: classical interfaces of previous
generations of smart home environments.

This evolution also reaches the communication
networks since there are several types of devices; each of
them with their own functionality, purpose, and sharing
data using their own protocols. This situation, although
not recent, is problematic due to the different standards
that have emerged in the field. Commercial solutions
could be based on open/closed technologies and offer
their own functionalities despite the formal regulations
defined in open standards. Considering a system capable
of interacting with several of these devices and standards
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considerably increases the complexity of the system.

Several researchers have worked on this problem
[18], bringing solutions via M2M (Machine-to-Machine)
and OSGi (Open Service Gateway Initiative). Still, this is a
hot topic in the field.

In order to summarize the common aspects of the
reviewed systems, the main components of a current
smart home system are sketched in Fig. 5. Considering
what researchers have proposed towards the satisfaction
of the mentioned evolution, current smart home systems
tend to have the following parts:

Remote Access: When users are located beyond
the network range of the system, it is possible for them
to have access to the smart home environment using
mobile apps or the web page provided by the home
gateway. These capabilities let users know what is
happening in real time within the house. Additionally,
they can send commands and schedule different tasks
which will begin automatically as they are specified.

Home Gateway: It is necessary to bring users
remote access to the system. Besides giving and receiving
information and instructions, home gateways implement
access control via user authentication (which could bring
additional functionalities like user profiles and
restrictions).

Home Access: Just like remote access, home access
is provided to users in order to check information and
give commands to the system. The main difference with
remote access is that, once the user is within the house,
he or she is able to give commands using different types
of interfaces. Some types of population (e.g. elderly and
disabled persons) require non-traditional interfaces to
interact with. For that reason, researchers and designers
have proposed a number of prototypes and commercial
solutions for their needs.

Desktop and Mobile Devices: Taking advantage of
mobile devices (handsets, smartphones and tablets),
users can check the information of the system, schedule
different tasks in the system and send immediate
commands to be performed. Desktops can be used as
smart home controllers using the Intranet (provided by
the home gateway) and give instructions to the devices if
they are linked directly. Otherwise, they will be sent
through the home gateway to the device manager.

User Interface Device: Devices with the capability
of recognizing speech commands and hand gestures, and
performing user-tracking for activity recognition fall in
this category. They are also known as Natural User
Interfaces (NUI) because they do not require physical
contact between the user and the device. Furthermore,
they are designed to follow the natural activity of the
user. A number of proposals for elderly and disabled
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people are based on these types of interfaces.

System Display and Main Controller: This works as
the central panel of the system. It is usually placed
somewhere visible with easy access to any user. Its
design tends to be intuitive for any kind of person,
bringing a touch-screen or a display with a set of buttons
for selecting options and giving commands. Sometimes
they are replaced by desktop software if a direct
connection with the device manager or the networked
devices is included.

Device Manager: This is the central entity of the
system where commands are processed and sent to the
connected devices. Also, it receives information from
sensors, cameras, microphones and other types of
devices that generate data. When different types of
networks are implemented in the smart home
environment, the device manager centralizes all the
network traffic in order to avoid collisions and delayed
messages. A device manager capable of understanding
and administering any kind of protocol designed for
home domotics is still a research problem to be
considered. Although there are several commercial
solutions for this problem, sometimes they do not satisfy
closed standards or any other device built for automation
purposes.

Sub-networks and Connected Devices: New smart
home proposals include mesh networks that increase the
capabilities of the entire system. It is usual to find X10,
KNX, ZigBee Home Automation, ZWave and LonWorks,
among others, in the same home environment. Each of
the previously mentioned protocols works with a limited
set of devices and, sometimes, they enter in conflict due
to a shared medium (usually the 2.4 GHz channel). This
situation is also a current research problem considered
for the device manager or the medium access sub-layer
in networking.

Each one of the components of a smart home
environment has its own complexity and they are
considered individually as a topic of research. From the
front-end part of the system, several proposals have
been made for mobile devices and natural user interfaces.
It is important for a system to determine what the user
wants to do. Also, it is required to understand what the
user is doing in order to bring assistance to a user’s
activities. Solutions like Spatio-Temporal binning [19] and
Discriminative Hierarchical Modelling of
Spatio-Temporally Human actions [20] are part of the
current solutions for real-time human action recognition.
These kinds of approaches are considered in Section IV.

At the back-end part of the system, several
researchers found the home gateway as the core of the
system that needs to be improved to satisfy user
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Figure 5. General architecture for a Smart home system.

demands. Certainly, this is an important point of view
considering that home automation is often implemented
in houses inhabited by more than one person, which
means that several users will have access to the system
(either by home or remote access) and will schedule
their own tasks.

In order to find a solution to the above mentioned
situations, additional memory management and
reduction of overhead for communication protocols is
required in order to obtain fast responses from the
system and connected devices. In that sense, Kuroda et
al. [21] considered the situation and proposed a new
memory isolation method for 0OSGi-based home
gateways. Their solution considers running multiple
software components, called “bundles”, on the virtual
machine and to manage them in order to lower memory
consumption and guarantee other bundles will work
within the home gateway. On the other hand, Mantoro et
al. [22] presented a web-based framework for wireless
communication between devices and the commands
from the user. From their perspective “The wireless
nodes will minimize the mess of wiring and the system
can be optimized to a point where it becomes plug and
play and can be set up in any home”.

It is possible to describe the architecture at deeper
levels if the type of household appliances plugged in to
the environment are considered. Allerdign et al. [23]
classify the appliances in two distinctive groups:

Observable: Those “appliances that depending on
the installed sensory equipment or their self-explanatory
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properties, their current state or the current energy
consumption or production can be observed, but there is
no possibility to influence any parameter of the
appliance, directly”. This category can be subdivided into
two subgroups:

Predictable: Appliances that are used regularly,
following a usage pattern. As an example, stoves are
classified in this group as they are used for cooking any
meal, usually following a regular schedule.

Unpredictable: Appliances used randomly or
without any kind of usage pattern. Multimedia devices
are considered in this category.

Controllable: They have the “capability to respond
to predefined external requests”, an additional
characteristic over observable devices. Also, this group
can be subdivided into two subgroups:

Permanent service: This category considers such
appliances that “are active all the time, but only
consuming or producing energy for specific time periods”.
It can be found that deep freezers and warm water
boilers fall into this classification.

Timed service: These devices are induced by a
previous user interaction and they work for a limited
amount of time. Devices like a washing machine or a
dryer are considered for this category.

It could be said that home domotics is the result of
combining Software Development, Computer
Networking and Human-Computer Interactions on behalf
of users and their daily living. However, mixing all of
these research fields is not a simple task due to multiple
factors such as development environments,
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communication  protocols, software engineering,
Graphical User Interfaces (GUI) design and User
Experience (UX), system architecture and product testing,
to mention a few. Authors like Kaldeli et al. [23] and
Keyson et al. [25] proposed entire architectures starting
from the interconnectivity level until the higher
application level. On the other hand, several authors
have proposed development frameworks which help to
define new smart home systems without considering
technical aspects. Sanchez et al. [26] developed a
framework for developing home automation systems
following the model-driven approach. As a regular
development framework, it comes with a domain
language which is later translated to the specific code
according to the selected platforms to work with. Even
with this kind of solution, at the development level, it
carries additional research topics for guaranteeing a
complete interoperability between platforms and
protocols. Despite this type of achievement, closed
technologies avoid defining a common framework or
development layer concerning domotic systems.
Following the same path, Sommaruga et al. [26]
presented DomoML, a suite of XML based languages
which can be used for interconnecting heterogeneous
devices. Such interoperability is obtained by applying
semantic web technologies and RESTful web services.
This approach allows to define scenarios and rules for
executing specific tasks. Similarly, Miori et al. [28],
considering this situation, proposed the domoNet
architecture for interoperability between devices from
different vendors.

The philosophy of a single device (device manager)
for handling different communication protocols (Figure 6)
is a current hot topic in the field. In this aspect, several
commercial solutions can be found such as Revolv Smart
Home Automation Solution, SmartThings, Insteon, Vera
and Wink, bringing interoperability to several supported
devices and protocols. Each one of the mentioned
solutions offers its own mobile app for enabling the
smartphone to become the main remote control of the
system even if the user is outside the house, which
makes the solution a fully functional plug-and-play home
gateway. However, it is not an impediment to allow
researchers to propose their own solutions. As an
example, Walch et al. [29] introduced homeBlox, a server
for device management based on SOAP (Simple Object
Access Protocol) which uses a mobile app to let users
configure their own rules using a kind of semantic
flowchart based on “AND” and “OR” connectors.

Now, in aspects related to software, it is important
to keep in mind the definition of data structures in a way
that internal data management is reliable despite the
number of devices in the network or the number of tasks
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Figure 6. Device manager environment.

commanded by the users. Kamilaris and Pitsillides [30]
considered request queues as a communication
mechanism with embedded devices. According to their
conclusions, “request queues become more useful in
scenarios with multiple, concurrent users and an
increased percentage of transmission failures at the
pervasive space”. Additionally, the capability of the
system could be enhanced by employing queueing theory,
which could bring good responses when the number of
input data increases. On top of that, memory monitoring
should be considered in order to prevent foreign devices
and users from interacting with the system and exploiting
memory problems. Attouchi et al. [30] proposed a
solution based on resource accounting rules between
tenants for OSGi based systems. Their solution required a
modified version of an experimental Java Virtual
Machine for the implementation of memory monitoring
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features. Their results, obtained by the DaCapo
benchmark [32], shows that the overhead of the system
was below 46%, which “is acceptable in development
and testing time, and it is tolerable in slow pace
applications which are frequent in the Smart Home”.

Proposed Applications for Smart Home Systems

The evolution of smart home environments has
been accompanied by the new upcoming proposals and
technologies in computer networking, embedded
systems, human-computer interfaces and wireless sensor
networks, bringing new expectations and interpretations
about what a smart home system is expected to do. The
common aspects of the reviewed papers and publications
display that a quick answer to this expectation could be
“real-time monitoring of the house and its inhabitants at
distance”. This type of monitoring could be found in two
main groups: 1) House monitoring, regarding domestic
utilities and ambient variables, and 2) People monitoring,
which is mainly focused on children, disabled and elderly.

Following the evolution of smart home systems
requires awareness of the most striking proposed
functionalities. In Table 2 the main aspects of several
proposed smart home environments are shown
regarding their implemented functionalities. The
following are the considered aspects for the comparison:

Speech Command: the system is capable of
recognizing a number of predefined speech commands
and/or it enables the users to define their own. The
required actions to be performed should also be possible
to set up.

Visual Tracking and Activity Identification: using
any kind of camera, the system follows, in real-time, any
recorded pattern for event activation, alarm
management and surveillance. These techniques could
be applied to tracking the inhabitants (e.g. people or
pets).

Context Aware: based on the obtained information,
the system is able to recognize what is happening at the
moment and perform the required action automatically.
Performing the required actions in case of alarm or giving
assistance to users depending on the situation are
examples of context aware systems.

Environmental Monitoring: supported by a set of
sensors deployed throughout the house, it is possible to
check internal values such as temperature, humidity level,
light/sound intensity and user/object movement, among
others.

Home Monitoring: could be applied as a utility
measuring system or an automatic reaction system when
a task has been performed completely.

User Monitoring: the system is capable of tracking
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someone within the house to prevent an accident or to
bring assistance in certain activities. Also, the system
could be applied to see remotely what somebody is
doing at the moment.

Home Control: the user can send remote tasks to
be executed in a certain time. Additionally, the user can
verify the current state of the connected devices.

User Authentication: it is possible for several users
to access to the system using any kind of authentication
mechanism, preventing unauthorized users from
interacting with the system.

Scheduling: it is possible to set several tasks to be
performed in a certain time (as the home control
category) and to repeat it as set by the user.

Energy Saving / Green House Systems

An important factor in domestic economy is
service consumption which can be reflected in terms of
value per service and costs. Several proposals for smart
home systems include energy saving systems based on
environment sensing, task scheduling or remote control.

Kim et al. [33] introduced a cost-effective home
energy saving system implemented by porting OpenWrt
onto a wireless router. The system, focused on lighting
control, gives remote controlling to people using their
iPhones whether or not they are in the house. Using
OpenWrt adds functionality to the wireless router, which
means it could be used as an embedded system with
network  capabilities.  Control  functionality s
complemented using an Arduino UNO which receives the
ON/OFF commands and the location where lights are
connected.

Baraka et al. [33] designed and implemented a
“remotely controlled and energy-efficient smart home”
system. Based on low cost-technologies, like an Arduino
micro-controller and an Android Tablet, the system offers
connectivity with the electronic devices connected in the
house network. This network, built over X10 and Zigbee,
aims to be reliable and allowable for integration with low
cost controllers. The system is built for energy saving and
scheduling different tasks assigned by the user. For the
energy saving aspect, the system contains a list of
conditions that triggers specific events if they are
satisfied. The conditions are set by environmental values
or by appliance statuses. The system allows the user to
set different tasks, assign them a description, duration
and priority over other scheduled tasks. A scheduling
algorithm automatically sorts the tasks and assigns them
the starting and ending time slots according to the given
specifications.

Energy saving systems offer estimated values of
consumption for regular actions in home. Di Giorgio et al.
[35] proposed a smart home controller focused on
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efficient management of electric energy. Considering
several variables (requests by the user, peak and average
load profiles, available power threshold, and energy
prices) the system is able to provide the forecast of
power consumption for the actions required by the user.
The collected data is used to determine the optimal
order to tailor the controller actions for economy saving,
in cases of time of use, tariff or demand side
management. At the end, the user is free to follow or
ignore the indications given by the system.

Keyson et al. [25] designed a home energy and
comfort management system in order to help users
manage residential energy. Given the basic design of its
wireless module, the residential gateway and the mobile
app, the authors proposed that this portable is system
capable of measuring electricity usage in real-time. By
checking the mobile phone app, users can verify the
amount of electricity that is being consumed, which will
help them to identify the cost of working devices when
outside the house.

Mrazovac et al. [36] presented an “intelligent
device-level residential energy monitoring and
controlling platform based on interactive outlets and
light dimmer-switches”. The system, focused on energy
saving and safety, could be used for monitoring several
events at the same time, such as who is using a specific
device or the status of any household appliance after
leaving the house. Additionally, users could receive
notifications (on mobile devices or by web) of energy
consumption of the house. Safety is achieved by
monitoring devices once they are plugged in, storing
consumption data, and establishing priorities according
to type. Such priorities are considered when the device
has exceeded in energy consumption, sending a request
to turn off the device or switching it off in the case that
nobody is in the house.

Context-Aware Systems

Determining what the user is doing or what he or
she is intending to do is the main challenge that a
number of researchers are trying to solve in smart home
environments. At the same time, other researchers
consider that a smart system should be aware when
something is not happening according to what was
specified by the wuser or through environmental
information. These types of systems are aimed at
determining what is happening and what is being
intended by the users in order to anticipate an action or
an undesirable situation.

A Context-Aware system may be applied to the
automatic reaction between devices. Yu et al. [37]
proposed a home automation service based on indoor
service robots and wireless sensor networks. Placing
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several sensors in different places of the house, a mesh
network was built in order to establish a communication
platform between the nodes. A mobile sensor node
placed in a service robot is used for home monitoring.

This mobile node is focused on complementary
measuring of barometric pressure, temperature,
humidity and illumination. The robot works

autonomously based on vision cameras, ultrasonic
sensors, infrared sensors, ranged finders, gyroscopes,
and odometers. The users can access the information of
the monitoring system using mobile devices like PDAs
and smart phones. Also, users can receive real-time video
streams of the indoor environment which is captured by
the robots and transmitted by the network. Using the
mobile app the users can send control commands to
service robots if an action has to be done. Thanks to the
mesh network, it is possible to identify the nearest
service robot closest to any static sensor node of the
network.

Patricio and Gomes [38] presented a low-cost
system based on COTS (Commercial Off-The-Shelf) which
is capable of generating C code in order to be
implemented in a IOPT (Input Output Place Transition)
Petri Net model using PNML (Petri Net Markup Language)
which could be used to communicate with the devices of
the network. The purpose of the system is to enable user
interaction with the devices in the network using a set of
logic rules (based on “AND” and “OR” operations) for
setting actions to be triggered when the required
conditions become true. The system can be used for any
kind of monitoring, including home automation and
wireless sensor networks.

Determining the context of a situation is not an
easy task; it is as complex as giving enough intelligence to
the computer in order to let it determine what is
happening based on the input data. Sometimes, it is only
necessary to have a set of camera devices to know if
something is missing. Using image processing algorithms
it is possible to determine the differences of the actual
image compared with a base image. This approach is
used by Hsu et al. [39] who prototyped a refrigerator
which is capable of determining if a certain food or
element is running out and contact the respective
supplier. Using a set of CCD (Charged-Couple Device)
cameras, the system can determine if the quantity of any
kind of food (with regular or irregular shape) is below
previously specified expectations. This recognition is
performed when the user asks for a specific food via
speech command. Also, the main system could be used
as a commander for other household appliances when an
action is required by the user using a cell phone.

On the other hand, in order to determine if a user
is available, according to what he or she is doing, it
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demands for the system to recognize the user’s actions
and willingness to be interrupted. In that sense, Bjelica et
al. [40] proposed a context-aware system focused on
announcing the availability of users in different contexts.
The system determines such availability based on
tracking users using optical and 3D cameras,
accelerometers, microphones and PC activity monitors,
to name a few. Authors state that it is easier to
determine the availability of the user in an office context,
while in a home context it is not so easy. Based on the
listed sensor and tracking devices, the system is capable
of tracking the surroundings of the user (people counting,
face tracking, voice detection, and basic gestures). The
information of the user is sent to a web server which
estimates the willingness of the user to be interrupted.
Instead of using a busy-flag system to indicate if a user is
available, a light system is presented. If a user is busy,
then the system sends a RGB indicator to a DMX adapter
associated with the user. The color of the light
determines if the user is available or not (red is for
unavailable; yellow and green are for moderate and high
availability respectively).

Monitoring certain types of devices lets users know
concrete values of the device and its repercussion in the
nearby environment. Lin et al. [41] considered a HVAC
(Heating Ventilation Air Conditioning) monitoring system
based on LonWorks and KingView. In their research, they
could track the changes of temperature throughout the
time since the initial input from the user. Such changes
are received by the system for opening and closing the
required valves as necessary.

Prediction is a way to determine if an appliance is
going to be used in the future and can be achievable by
learning from user’s regular activity. Knowing the habits
and routine of the inhabitants of the house, the system is
capable of measuring and reducing costs of household
utilities such as electricity and water. This approach was
considered by Basu et al. [42] who built a learning
algorithm which received usage data and statistically
predicted the energy consumption and requests for the
next day (24 hours). They successfully achieved a model
that can learn from the behavior of new residents in the
house. A similar approach was considered by Kang et al.
[43] who proposed monitoring home appliances in order
to develop a scheme for “translating association rules
among appliances mined from their usage information
into service scenarios”. At the end, users can choose their
favorite scenario where appliances work without any
kind of interaction. Similarly, Englert et al. [43] proposed
an approach to let buildings to be aware of the presence
and activity of any electric appliance. These detections
are based on the measurement of electrical current,
voltage, and a feature extraction. The prediction system
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uses machine learning techniques in order to identify the
device and to differentiate its consumption among other
appliances, obtaining prediction precision up to 99.8%.
The authors of the proposal assure that this type of
implementation increases the building’s knowledge of
what is happening within and strengthens the concept of
smart buildings.

Similar to prediction, activity recognition has
become an interesting challenge for current and future
smart home environments. For a healthy user it would be
easy to perform daily activities, like cooking or watching
TV, however, for a user with Alzheimer’s such activities
would not be so easy. Considering this situation, Belley et
al. [45] suggest that recognizing what the user is doing is
possible based on how electric devices are being used.
Their method is based on the analysis of load signatures
and power analysis at the steady-state in order to
determine what the user is doing with the considered
device. However, when detecting what the user is doing
is not a simple task and it is actually a hot topic for visual
recognition purposes. Applying this concept to smart
home environments means that the user has to train the
system in order to increment the probabilities of
recognition of his or her activities. Such work demands
time to define a set of activities and to check if they were
accurately recognized by the system; which is contrary to
what users expect from the system which is supposed to
identify the actions automatically without any kind of
training. Considering this problem, Fanello et al. [46],
from the image processing point of view, proposed “an
effective real-time system for one-shot action modelling
and recognition”. Their proposal guarantees that using a
single shot is enough to teach a new action and to define
the corresponding descriptors to identify the action. This
kind of approach is related to the interactions between
users and things within the house, especially when a
single object could be used in different ways according to
the situation (a chair under a light bulb may be used as
an assistance to reach the ceiling if changing the light
bulb is required, or to obtain better light conditions for
reading or any other kind of activity). Although many
assumptions could be made according to the situation,
the systems have to determine precisely what object is
being used and its corresponding spatial relationship
with other objects inside the house. Bouchard et al. [47],
[48] proposed an unsupervised learning technique to
discover such spatial relationships and their sequential
patterns inside the home. The mentioned technique is
based on GSP (Generalized Sequential Pattern), RFID
localization and data mining algorithms for extracting
spatial patterns. The obtained information is contrasted
with previously defined plans of the house which helps
the system to define certain rules about the location and
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possible meaning of the detected objects.
Access Control, Authentication and Security Systems

One of the promising goals in smart home systems
is the capability of ensuring access control and user
authentication. In order to determine if a person is
allowed to enter the house, the system should
implement some kind of user identification mechanism
(user-password combination, card reader or bio
recognition).

Ahmed et al. [48] developed two systems, based
on low-cost cell phones. The first system aims at keeping
operational costs very low while the second system
includes additional features such as image capturing and
intrusion detection. Using SMS with a specific format and
miscalls, the system communicates with users and
receives the commands to be executed. The miscall
mechanism works using the number of rings that the
system generates or receives. Each specific number of
rings indicates a message or a command to be executed
by the system. The received commands are sent to the
main controller using Bluetooth which sends the
command to the corresponding actuator. The authors
state that the system could be modified to recognize
speech commands instead of SMS or miscalls in order to
make it more accessible to the elderly.

Das et al. [50] also proposed a low-cost system
focused on access control and appliance management
based on environmental The system,
implemented in Atmel ATmega 8, is capable of detecting
the presence of a person using IR sensors which warns
the system indicating if the person is entering or leaving
a room. On the other hand, environmental sensors check
light and temperature values for turning ON/OFF lights
and fans connected to the system. For restricted areas, a
keypad is linked to the system for entering passwords
which grants access to authorized users.

User authentication could be performed by what
the user has or what the user is. Following the first way,
an ambitious goal for authentication systems is to use a
person’s mobile device as an access key to the house.
Lian et al. [51] consider that smartphones could be used
as identity management systems when mixing them with
low-cost technologies. Their system, named “Home
Safety Handwriting Pattern Recognition” (HSHPR), is a
web-based system which provides real-time recognition.
Users can access the house when they authenticate using
their smartphones drawing a gesture from a valid IP
address. The recognition system is designed to be
installed on an Arduino board which is connected to a
control panel and rely on modules which lock/unlock the
door when the user requires. Although the proposed
system firstly aims at user authentication, it could be
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used as a monitor station for temperature and humidity
values of the house. Those values are obtained from
several sensors and the data is sent to the main
controller using the ZigBee protocol. Considering what
the user is, there are several means to identify any
biological characteristic such as voice or facial
recognition. Saeed et al. [52] introduced a facial
recognition system applied to domotics where basic tasks
like controlling and monitoring are performed once the
user is identified by facial recognition. The system is
designed to classify certain faces in two categories:
trusted persons and unknown persons. If a trusted
person is identified, then actions can be performed,
otherwise an instruction from the main user is required
by the system. If a person is not found in the system, he
or she is considered an unknown person. Therefore no
action is followed and access is not granted.

Current smart home environments are aimed at
granting remote access to users through a variety of
devices plugged in to the environment network. Not
handling this functionality appropriately could generate
risky situations where intruders (users or alien devices)
access the network with no control. This is a typical
problem when plug-and-play behavior is desired for the
devices once they are detected by central systems and
protocols through discovery processes. Without specific
regulations, any kind of device could be part of the
network, which could be used as back-doors to the
system, generating security problems such as data
leaking, hacking or resetting user configuration. Hjorth et
al. [53] designed the Trusted Domain, a security platform
for secure communications between the assorted devices
of a smart home environment. Based on the IP
information of the devices, their platform grants access
to devices which belong to the system, which means that
neither unfamiliar nor unauthorized devices are able to
interact with the network.

Smart Home Systems for Specific People

A number of proposed smart home systems are
aimed at assisting people with mental or physical
limitations. Such limitations could be generated by
accidents, cognitive impairments or advanced age. Such
systems help users in the activities of daily living (ADLs)
and instrumental activities of daily living (IADLs).

Camier et al. [54] designed a “non-intrusive load
appliance monitoring for supervising simple actions
realized by patients”. The system uses the information
from the electrical panel for recognizing the appliances
by measuring the overlapped real power consumption
patterns in real-time. The authors tested the system with
the cooking activity which requires different types of
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appliances to be turned ON/OFF (microwaves, stove,
crusher and espresso machine).

Human interfaces for elderly and impaired users
are generally adapted as Ambient Assisted Living (AAL)
systems. This kind of system reacts to the presence of
users and assists them in specific situations based on the
actions of the users. Due to the great number of actions
performed every day and the types of movements of
disabled people; it is very complex to define recognition
mechanisms for movement patterns and the set of
responses for each one of such patterns.

The Elderly

Seniors are especially considered due to the many

advantages that smart home environments offer to them.

Considering that this population requires extra assistance
in daily living and health topics, researchers consider that
automated environments bring significant improvements
like remote activity monitoring and vital signals
monitoring, also, the collected data could be accessed in
real time by doctors and relatives. Despite such benefits,
this population requires comfortable places to live
independently without intrusive technology.
Mohammadi states that assisted homes for the elderly
have to offer a balance between the activities performed
by the people and by the technology. Furthermore,
integration with life patterns is a challenge to be dealt
with at the moment of implementation [55]. Sanchez et
al. [56] said that “the most commonly reported case of
smart home technology is in the area of elder care. The
reason for this [close relationship] can be explained
considering the high cost of health care and the desire of
the elderly to be self-sufficient”.

Remote monitoring or tele viewing is becoming an
essential characteristic of health care systems. As stated
by Cucchiara et al. “People’s safety at home can be
monitored by computer vision systems that, using a
single static camera for each room, detect human
presence, track people’s motion, recognize behavior (e.g.
using posture), assess dangerous situations completely
automatically and, if necessary, alert the appropriate
authorities” [57].

Georgoulas et al. [58] proposed a robotic furniture
system aimed at assisting elderly people bringing an
intelligent storage space, a health assistant and a
communication terminal. Their first aspect seeks to assist
users with a robotic furniture system which helps to
retrieve stored items. Using RFID tags and RFID antennas,
the system allows users to know where items are located
in the furniture. The tracking system, based on a
Microsoft Kinect and an Arduino microcontroller board,
follows the user’s actions in order to adjust the height of
the cabinets until they are reachable from a seated

Ww.ausmt.org

position. The health assistant system monitors vital
signals and health statuses such as body fat, body water,
muscle mass, heart rate, body temperature and blood
glucose. The acquired data is sent to a measurement
gateway which stores data. This data can be accessed
remotely by a registered physician using an on-line
website which allows to check the information of the
user. The system was evaluated in terms of ergonomy,
achieving 20% percent less space utilization in order to
bring enough space for mobility of users with rollators or
wheelchairs.

Smart home environments for the elderly still have
many challenges to face considering the relationship
between users and automated environments. It is
important to define these types of systems according to
the actual needs of this specific population. In that sense,
Talamo et al. [59] summarizes in the next seven points
the relationship between technology and seniors:

1) Although the elderly are accustomed to
technology, like sewing machines, it is not
necessarily the case with digital devices.

2) Social mediation from relatives and friends is
required at the moment of introducing new
tools.

3) Technologies have to be perceived as useful in
everyday life as they are introduced in the
proper period of life of the person. Authors
explain this point mentioning that cell phones
start to be considered as useful to older
persons as the children once said children
leave the house.

4) Even if users have no problem at all,
technology has to be practical and solve
problems in case that something occurs and
nobody is close to assist them.

5) Some seniors see technology as “presence
builders” by providing communication with
the outside world.

6) Technologies cannot replace their cognitive
functions.

7) High-Tec aesthetics may not be the right
choice at the moment of designing user
interfaces. It is recommended to use wood
themes.

Another crucial aspect to be considered is the
effect caused by cameras and assistive technology on
privacy of older adults. Caine et al. [60] found that such
technology certainly alters their perception of privacy,
therefore, they change their regular behavior. Authors
tested three different types of devices (cameras,
stationary robots and mobile robots) in order to
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determine how much the behavior is changed according
to the type of monitoring and assistance mechanism.
They found that comfort decreases in activities like taking
a shower, blowing the nose and doing personal finances.
On the other hand, activities like doing exercise, drinking
alcohol and watching a movie increased the level of
comfort when assistance and monitoring mechanism are
implemented. Such considerations together with the
ones previously described by Talamo et al. should be
considered when developing mechanisms to support the
elderly.

Disabled People

Just like the elderly, people with any kind of
impairment are a special population that can benefit
from smart home environments given their
characteristics of remote monitoring and real-time data
sent to the respective requester. In this aspect, doctors,
nurses, or any other specialized person can follow the
daily activities of this population and prevent an
undesired situation based on the information provided
by the system.

Gnanasekar et al. [61] introduced a home system
for physically challenged persons. Based on speech
commands, the user is capable of turning ON/OFF loads
and checking appliance status on a display when required.
A three color scheme indicates if a device is turned ON,
OFF or under a fault condition (using green, yellow and
red respectively). The system allows the creation of user
profiles for improvement of speech command
recognition accuracy. Zigbee wireless environment is
used for lowering costs. It is required to install an
application on a PC where speech commands are stored
and processed. No external control interface is given, so
the user is required to be in the house in order to send
commands to the system.

Many of the affected persons are confined most of
the time to a single room where their only source of
entertainment is a TV. Taking advantage of the situation,
Rifon et al. [62] proposed a tele-assistance system which
uses the TV as the main user interface where the patient
can control any device connected to the system. Also, it
offers additional features like remote monitoring of vital
signs, centralized control of any installed device, and
“intelligent adaptation of services and interfaces
according to the level and type of disability”. The system
makes use of an HTPC (Home Theatre Personal Computer)
as the central device of the system, which can be
connected to any device using Bluetooth guaranteeing
medical devices to be connected to the system. Authors
consider their solution as a low-cost system given that it
only requires a TV and a PC to be implemented.

An important aspect of this kind of system is the
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fact that regular technology fails to bring the respective
assistance. A crucial factor of specialized devices is the
high cost of commercial solutions, which is caused by the
low demand of such devices. Committed to the welfare
of this population, Schuler et al. [63] designed several
low-cost prototypes of useful devices for people with
different kinds of impairments. Such type of prototypes
include braille displays, a cane tip that detects puddles, a
digital game that helps the visually impaired in
rehabilitation, an Android application for blind people to
access Twitter, a capacitive touch switch, an adapted
computer mouse, a computer keyboard key-guard, a
home automation system with web interface and a
proposition for digitally creating audio/video description,
to name a few.

User interfaces for this population are also an
important aspect to be considered. Cofre et al. [64]
presented a domotic tool prototype for controlling the
artifacts and devices in their surroundings using a
touchscreen-based mobile device. The concept of this
device comes from the user perspective and what is
required for any person with motor disabilities. In that
sense, authors summarize in four points the
requirements of their device which could be applied to
any other user interface for this population:

1) Users must recognize the tasks and have the
capability of performing them.

2) Sufficient mobility is required so the users can
interact with the mobile device.

3) Users should have supporting people like
family and roommates which can help
him/her through the process.

4) Supporting people should be willing to
interact with new technology and create the
instances to support the improvement of the
user’s life quality.

Sometimes, mechanisms for specific impairments
are considered by researchers. Plaza et al. [65] presented
“an electric and mechanical prototype for quadriplegic
people provided that they can perform [a] specific grade
of mobility”. Using the jaw as an oral mouse, or fingers in
case they can be moved, the mechanism grants mobility
to the user by commanding a wheel chair. Authors
conclude that people “do not consciously send
commands to every muscle in each leg in order to walk
and do not think where to step to avoid an obstacle.
Similarly, a wheelchair-bound user of the project simply
has to send the signal to go in a certain direction and the
chair figures out how to get there”.
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User Interfaces Applied to Smart Home
Environments

As smart home environments become more
sophisticated, equally sophisticated user interfaces are
required in order to let them have complete interaction
with the system. There is no consensus for the required
specification for user interfaces in smart home systems
as long as they bring the necessary options and
functionalities. Mantoro et al. [22] states that “in order
for smart homes to improve the lives of occupants
through socially appropriate and timely assistance, they
will need to sense, anticipate and respond to activities at
home”.

User interfaces could be as simple as a remote
control or a mobile app, and complex as tracking systems
and air gestures and speech command recognizers. User
interfaces are proposed according to the main focus of
the system. It was found that systems for the elderly tend
to implement user tracking mechanisms for determining
where the user is and what he or she is doing. In some
cases using a mobile app (for home and remote access) is
enough for controlling and receiving information from
the system. Despite such differences, it was found that
designing easy user interfaces is a must. Rotondi and
Piccione [66] mentioned that “as more end-users start
using smart devices (e.g. smartphones, smart home
appliances, etc.) the need to have more understandable
and easy to use access control mechanisms increases”.
This situation requires special solutions to create user
interfaces which match the tastes and preferences of the
inhabitants.

Combining different types of interfaces allows
researchers and designers to develop complex systems
for multiple purposes. As an example, Hsu et al. [39],
previously mentioned in Chapter lll, prototyped a smart
refrigerator that can verify if the quantity of any food is
below a specified number, also, it could be used as a
command system to send instructions to other
household appliances if an action is required. Three user
interfaces were designed for the system: 1) A speech
command recognition system which is used when the
user asks the refrigerator for a specific stored food, 2) A
phone interface which is capable of receiving instructions
via phone calls, and 3) a PC-based graphic interface
where users can interact directly with the system.

By 2004, mobile devices were changing from
classic designs to sophisticated smartphones with
multiple new options to be found in the device by the
common user. Despite these new approaches, users were
accustomed to relatively small cell phones with basic
user interfaces based on the standard elements brought
by J2ME API. By that time, Koskela et al. [67] studied
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three different types of user interfaces applied to smart
home systems based on common technologies: PC,
media terminal and cell phones. In their research it was
found that wusers associate different kinds of
functionalities regarding the user interface. They
classified two main types of activity patterns depending
on the Ul solution: 1) Pattern control, based on PC and
media terminals where users tend to predetermine and
plan different tasks to be performed by the system, and 2)
Instant control, where using cell phones the users take
immediate control over a real-time context. Additionally,
authors found that users were interested in centralized
control using mobile phones, which is clearly an expected
functionality for mobile devices nowadays.

Some researchers propose to solve the problem of
multiple user interfaces by defining a single interface
with adaptive capabilities according to the type of
interaction. Song et al. [68] present a context-adaptive
user interface which uses Bayesian networks to predict
the requirements of the devices given the context and
required functions. Similarly, Kartakis et al. [68]
developed a home controlling application that is capable
of generating user interfaces according to the type of
device connected to the system. What both proposals
have in common is that automatic discovery of devices is
performed by the control without user intervention.
Additionally, GUI must adapt to the identified
functionalities of the detected device. These kinds of
interfaces are closely analyzed in the Control Interfaces
subsection.

It is important to state that not all smart home
systems need complex user interfaces in order to interact
with them. In these cases, systems learn from daily user
actions without receiving specific information by the
users. Generic user interfaces are desired for common
situations, however, they are not easy to implement due
to the huge number of variables to consider that are
coming from devices, environments, and user
preferences. Deriu et al. [70] introduced XPlaces
(eXtensible Places), a multi-platform framework for
enabling interactive applications for distinctive
environments. This approach could be classified as a
generic open architecture for any smart home system,
which can be used to gain access to different types of
devices in a familiar way according to the situation.
Technically, XPlaces is “a message-oriented middleware
written in I1SO C++ based on Linux distribution”. Their
purpose is to collect data from different situations,
classifying them in different scenarios and providing the
most appropriate behavior for each scenario.

In the case of security systems, they only need to
do tracking of users and enabling access when
requirements are fulfilled. Das et al. [48] proposed a
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low-cost system focused on security and appliance
management. Using IR sensors, the system is capable of
detecting if a person is entering or leaving a room. For
access control, a keyboard is implemented where users
enter a password which indicates if he or she is allowed
to enter the restricted area. These kinds of systems
require minimal interactions with the user in order to
work.

Energy saving systems are focused on reducing
consumption costs, which means they use real-time data
as input for forecasting values and consumption profiles.
The system proposed by Di Giorgio et al. [35] falls into
this category. No complex user interfaces are required for
these environments, just simple control panels where
users can check the information and authorize the
calculated schedule. Usually, a web page is provided by
the home gateway as a control panel.

Finally, much more sophisticated user interfaces
have been proposed using Brain-Computer Interfaces
(BCl) for communication and control. Aloise et al. [71]
considered BCl and implemented a prototype for
performing four basic actions: turn ON/OFF a webcam,
open a door, and turn ON/OFF a light and a fan. At this
moment, BCl are intrusive interfaces as they require the
user to wear additional garments in order to interact
with devices. At the same time, Kanemura et al. [72]
considers that Brain-Machine Interfaces (BMI) can assist
aging societies and improve human welfare by enabling
robots to do whatever the user wants. Their proposal is
focused on the elderly and consists of a wheelchair that
assists the user in mobility throughout the house. Several
waypoints are deployed in specific spots, containing a list
of possible actions that the user may choose in order to
be executed. Such implementation guarantees that the
system will not perform any undesired action far beyond
a user’s range of action.

When considering gesture-based interfaces, it is
important to recall that gestures design is not a trivial
task, considering that not all users may understand a
single gesture in the same way (this could happen
because of cultural background or academic literacy).
Ashbrook et al. [73] mentioned that designing a gesture
system requires three stages:

1) Design user studies and market research for
considering which functionalities may be
controlled with gestures.

2) Determine how gestures will activate a
specific functionality of the device. It requires
a set of test cases in order to be sure that a
single gesture is used for the specific
functionality. Additionally, it is required that
the gesture fit in the user’s everyday
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movements.
3) Perform final user testing and deploy the
product.

Following the same idea, Kohlsdorf et al. [74]
mentioned that designers should consider the
user-defined gestures and the stored typical user
gestures. Using their gesture developer framework,
MAGIC (Multiple Action Gesture Interface Creation)
Summoning’s, they can verify if a proposed gesture is
appropriate for a given task. Furthermore, the system is
capable of suggesting a gesture pattern for mouse and
trackpads. Sometimes it is desirable to give users the
opportunity to define their own behavior scheme;
however, average users are not familiar with rule
environments or any other programming factor. Ur et al.
[75] investigated how practical it is to let average users
program their own rules for the smart home system
using IFTTT (IF This Then That) rules. They found that the
semantics for composing a multiple triggered rule is
complicated due to the fact that triggers could contain an
event, a condition, or a combination of both. Additionally,
they found that certain user-defined rules may not work
or be useless if anyone interacts with the objects
considered in the rule before or after the action takes
place.

Control Interfaces

It is common to find remote controls for any
household appliance such as DVDs, TVs and ACs, among
others. In such cases, the user has to learn different ways
to interact with them as manufacturers design their own
control interfaces with specific functionalities. Designing
a generic remote control with fully interoperability,
regardless of the type of end device, is an approach for
user interfaces in smart environments. Although
Universal Remote Controls (URCs) are supposed to satisfy
the described problem, the truth is that they have
significant usability problems for the common user as
they have to be configured for each type of control. The
interoperability is limited by the number of available
buttons on the URC and they require pointing at the
device, as with any regular IR remote control in order to
interact with it. Bobeth et al. [76] studied how age is
relevant when selecting a specific controlling mechanism.
This is a serious problem that both designers and
researchers have to keep in mind if a specific age is
considered.  Considering  older adults, authors
recommend “to avoid unnecessary display switches e.g.
by mirroring the TV screen on a tablet”.

For some smart home environments, researchers
propose their own controls. Gill et al. [77] as mentioned
before in Section Il, proposed a low-cost smart home
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system based on ZigBee and Wi-Fi communications
merged together in a single home gateway which enables
communication between devices and grants user
external control over the system. The system comes with
a ZigBee remote control that enables direct interaction of
the user with the ZigBee devices. For external control the
home gateway enables user interaction using a web page
where users can check the status of the system and
switch ON/OFF devices. In the same way, Sandu et al. [78]
proposed their own control applied to smart home
environments, using an IEEE 802.11 compliant on an
embedded web server and a Pocket PC smartphone as
the mobile interface of the controller.

Bjelica et al. [79] and Garzotto and Valoriani [80]
considered that single devices, like controllers and small
displays, are the best option for controlling smart home
environments given the requirements of mobility within
the house and the easy access to a general controller of
the system. Additionally, it is required that such a device
needs to be capable of interacting with several
communication protocols (in cases where no device
manager is available) for absolute command of the
system.

Sometimes it is desirable to have a single remote
control to interact with every device and household
appliance. Following what some authors have proposed
on this topic, several common aspects that this type of
controls needs to have were found. As seen in Fig. 7,
URCs for home automation purposes need:

1) Automatic recognition of communication
protocol: Controls should implement the
essential mechanisms of several protocols in
order to identify which of them is used by the
device. By doing this, the compatibility with
commercial electronics is granted. No
additional settings must be performed when
new appliances are installed in the house.

2) Display: Due to the fact that a set of buttons
could be unnecessary or deficient, according
to the functionalities of the device or
household appliance, universal controls for
smart home environments are proposed with
some kind of display where users can visualize
the incoming information of the device and
the type of actions that he or she can perform
using the control.

3) Two-way wireless communications: Regular
commercial controls are one way only (user to
device) which is inefficient considering that it
is desirable to know all the functionalities
offered by the device or household appliance.
Proposed controls implement complex
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mechanisms for understanding what the end
device could perform and how to give the
instructions commanded by the user.

Although this type of control is complex to build,
considering all the protocols and standards it has to
follow, researchers have successfully developed several
fully functional prototypes. Bjelica et al. [81] proposed an
embeddable home control, based on POSIX/Linux, which
is capable of adapting to different protocols. They
consider that controlling itself is not enough for a home
controller device, for that reason, their proposal includes
the capability of creating and executing control macros
for more complex commands. This solution supports X10
using a Marmitek X10 transceiver. Also, it supports
ZigBee using a single ZigBee USB dongle.

Devices

ANRO

-

Two-Way Communication

Automatic Recognition
URC

User
Figure 7. Proposed functionalities for a universal control.

Thinking about a URC compatible with as many
devices as possible requires new implementations of
classical mechanisms in order to work over well-known
and stable standards. This is the case of Lai et al. [82]
who designed a Radio Frequency for Consumer
Electronics (RFACE) which is capable of interacting with
several devices when discovery and pairing processes
were done successfully. Their controller has an integrated
LCD display where the multiple options of the device are
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shown and which can be commanded from the
controller.

In some cases it is common to find proposals from
the videogame industry transformed into daily living
interfaces. Pan et al. [83] presented the GeeAir, a remote
control for controlling home appliances with a mix of
modality of commands. This control, similar to the
Nintendo Nunchuk in shape, uses buttons, gestures, a
joystick, light signals and speech commands to help users
indicate the device to control and give instructions.
Authors remark that GeeAir is suitable for people with
physical, hearing or vision impairments. Just like playing
Wii games, users can control household appliances using
the set of buttons offered by the control. In a very similar
way, Rifon et al. [62], whose system for disabled persons
was discussed in Chapter V, uses a Wii remote-like device
for managing several features offered by the system.

Mobile, Phone and Web based Interfaces

Since the 90’s, the boom generated by the Internet
and mobile phones has enabled new ways of interaction
between users and digital systems. Such new
technologies brought immediate responses (in both data
and communications) and the possibility of remote
communications with real mobility. These interfaces
bring remote access to the system through home
gateways (reviewed in Chapter Ill). In Fig. 8, it can be
seen how remote access can assist users to interact with
the system. Such interaction can be classified as:

1) Task Scheduling: Users can set several tasks to
be performed at certain times and be repeated
at intervals of time. In such cases, it is only
needed to specify the task once and the system
will execute it as specified.

2) Home Monitoring: Real-time information will be
available once the user enters the respective
application. Users can verify the status of
devices and even certain home inhabitants in
special cases, like caring systems.

3) Event Notification: Once a special situation
occurs within the home, users will be notified as
soon as the event is launched. This interaction
will bring updated information of what is
happening in the system.

4) Alert Notification: Similar in functionality to
Event Notification but different in meaning, this
is when an undesired situation happens such as
a fire, gas or water leak, or intrusion, the system
will send an alert to the user who will take the
required action.

5) User Authentication: Using a
username/password combination or Near-Field
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Communications (NFC) technology, users can
identify themselves and gain access to the
house or the functionalities of the system.

6) Remote Surveillance: Accessing cameras and
other security devices could be done by a
mobile phone app or a web app. In this way,
when the user is far away from home he or she
can visualize what is happening within the
house and in the surroundings.

Ahmed et al. [48], as mentioned before in Section
Il, developed a home monitoring system based on
low-cost cell phones. Using several cell phones placed in
different places across the house, the system is capable
of monitoring several environmental variables and
detecting intrusions. The system sends information and
receives commands using either SMS with a specific
format or miscalls. In order to communicate with the
system, the user has to know the format in which the
system understands what to do. The second mechanism
is to make a number of rings to the main cellphone of the
system. Each number of rings indicates an action to be
done in the system.

Mobile apps for contemporary mobile OSs are also
considered as solutions for user-system communications.
A featured characteristic for this kind of solution is that it
is possible to gain full control of the system directly by
the options available on the app. Additionally, user
profile configurations, task scheduling and event alarms
may be configured in a similar way like setting up
contacts or alarms on the mobile device.

Bittins et al. [84] developed an iPhone solution for
KNX systems. Zhong et al. [85] proposed the HouseGenie
control, a universal control based on smart phones for
smart home controlling and monitoring. Baraka et al. [34]
designed and implemented a low-cost system based on
the Arduino microcontroller as a device communication
system, and an Android Tablet as the user interface. The
system was designed for energy saving and task
scheduling. The tablet is used as the only mechanism for
the user in order to know the status of the connected
devices in the home network. Also, it provides the
possibility to specify several tasks that the system must
perform (i.e. switching ON/OFF devices) defining a time
period and a priority value over other assigned tasks. The
application allows the user to add new devices to the
network and classify them by their type. Additionally, the
application supports X10 and Zigbee protocols which
guarantee a direct communication with the connected
devices.

Kim et al. [33] introduced an energy saving system
based on OpenWrt. Designed for lighting control, the
system lets users manage the lights connected to the
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Figure 8. User actions performed remotely.

system using their mobile phones. Depending on the
type of the light it could be turned ON/OFF or have its
brightness level adjusted from 255 (light) to 50 (dark).

Some home monitoring systems are focused on
context-awareness. Bjelica et al. [40] proposed a system
capable of determining if a user is available or not. The
system could be applied in both office and home
environments; however, the authors state that it is
harder to determine the availability of the user in a home
context than the office context. Instead of using a flag
mechanism to indicate availability, a color scheme is
implemented. Using the red, yellow and green colors the
system indicates that the wuser is not available,
moderately available or highly available. The light, that
could be placed anywhere, indicates to other people if
the user is willing to be interrupted.

Georgoulas et al. [58] proposed an assistance
system for the elderly. The system approach seeks to
help users to reach stored items using a robotic furniture
system which gradually changes the height of the
modules in order to let the user reach items from a
seated position. Also, the system works as a health
assistant and a communication terminal. The system
architecture is based on a Microsoft Kinect, an Arduino
microcontroller board, an RFID reader, vital signal
monitoring devices and a tablet PC. Using the Kinect
sensor, the furniture system tracks the user’s actions and
the stored items. Once the user approaches the vicinity
of the furniture, the system follows the user until it
detects the cabinet where the desired item is stored. The
user can specify the required item indicating its color by
speech commands. Following the user actions and the
speech commands, the robotic system adjusts the height
of the cabinet until it reaches a reasonable height for the
user. For the health assistance functionality, several
sensors are placed on the user for vital sign and health
status monitoring. The acquired data is sent to a
monitoring gateway which enables remote access to the
data through an online website. Using a username and
password registering mechanism, any authorized
physician can check the information of the user’s vital
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signals and health status.

A different approach for mobile solutions is user
authentication. This is achieved when smartphones, or
any other type of mobile devices, are used as the
required devices where users insert their authentication
data in order to have access granted. The Home Safety
Handwriting Pattern Recognition (HSHPR) [51], proposed
by Lian et al., is aimed to the described philosophy. When
a user needs to enter or leave the house, the smart
phone is used to lock/unlock the door. Drawing a gesture,
previously entered in the system, from a valid device
(validation given by its IP address), which the system
verifies. The system can be used as a humidity and
temperature monitor when required.

Brain and Wearable Interfaces

Although not so common, brain and wearable
interfaces have been proposed for domotic purposes.
Such proposals tend to facilitate interactions with devices
that users can wear anytime (like watch clocks or tiaras)
in order to gain access to smart home systems.

In terms of brain interfaces, Carabalona et al. [86]
studied the feasibility of BCI (Brain-Computer Interface)
systems applied to smart home environments. Authors
found that this type of interface is susceptible to fatigue
and the health status of the user. Additionally, in their
results, it was shown that feelings like frustration and
disappointment may affect the results of the interaction.

Wearable devices are an interesting approach
considered by several researchers. They include
traditional elements like hand watches. Bonino et al. [87]
introduced the dWatch, a wearable device for managing
domotic systems using the Dog Gateway [88]. dWatch
was designed to be a “personal wearable notification,
sensing and control device”. This device let the user
know the status of the household appliances connected
to the home network. Also, it lets the operation of
appliances be controlled by gestures which are
recognized by the wrist device. As a notification assistant,
it lets a homeowner set alarms and reminders which
could be activated once the dWatch detects a specific
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event. Another characteristic is to give control to
multiple users over the same domotic network, such as
parents and offspring. Using the main dWatch it is
possible to give privileges and limitations to the other
associated devices which can control the domotic
environment. Additionally, dWatch allows one to
establish a hierarchy of users over several domotic
networks, such as building managers.

Cloth as user interface is also under consideration
for smart home environments. Araujo and Salvado [89]
presented the SmartVest, a clothing technology designed
for application in home automation and health care. The
device, used a as coat, is capable of recognizing speech
commands and is context-aware, which means that it can
recognize what the user is doing based on external
information. Additionally, it can monitor vital signs which
are sent to a server where data is processed and then
sent to doctors or any other specified person.
Ananthanarayan et al. [90] proposed a similar device
focused “to empower people to design and build their
own personal health visualizations”. The system could be
adapted to any visual representation and it tracks several
internal and external signals that will let users know their
real-time health status.

Natural User Interfaces

One of the key aspects of current smart home
systems is to create the most natural interfaces possible,
which means that the system should know what the
users want by checking their movements and being the
least intrusive to common actions. Using tracking devices
like Microsoft Kinect, Leap Motion and Creative Senz3D,
it is possible to track specific movements of the user.
However, the system should differentiate between
gestures (actions performed to give an order) and casual
movements that are not intended for the system. This
differentiation is complex to determine and it requires
sophisticated algorithms and Artificial Intelligence
techniques in order to be as accurate as possible. In Fig.
9, the main approaches for capturing a user’s
actions/commands are shown using natural user
interfaces and classical user interfaces. Regarding this
kind of interface, O’hara et al. [90] state that
“Naturalness, here, is an occasioned property of action
that social actors actively manage and produce together
in situ through their interaction with each other and the
material world”.

Several solutions based on natural user interfaces
have been proposed using cutting edge technologies like
Kinect (Maggiorini et al. [92]) and Leap Motion (Vatavu
and Zaii [93]). Wachs et al. [94] analyzed such
mechanisms in  terms of cost/benefits, price,

responsiveness, user adaptability and feedback,
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learnability, accuracy, mental load, intuitiveness, and
comfort. When considering such interfaces they state
that “Lexicon design should avoid gestures that require
intense muscle tension over long periods, a syndrome
commonly called Gorilla arm”.

Although air gestures could be configured to be
daily movements (e.g. pushing a door or a window to
open it), not many users prefer this type of interface.
According to Ho et al. [95], young users (aged from 19 to
25) prefer unimodal gestures (only one type of input) to
multimodal gestures (a combination on inputs from air,
speech and touch interfaces). They also found that
response time is a crucial aspect to be considered while
designing gestures. In their words: “Preferred
transition-duration and gesture-duration were correlated,
along with the force of a participant’s gesture”.

The problem with air gestures is that they differ
from user to user. Although there are significant
similarities between them, not all gestures mean the
same for all users. Kela et al. [96] formally found that not
all people identify the same gesture for controlling a
device. According to them, it is important to identify the
suitability of gestures and the type of gestures for any
specific home appliance and interactive virtual reality
environment. For a smart home environment it is
necessary to allow users set their own air gestures, which
includes training the system by using several repetitions
of the same gesture.

Gnanasekar et al. [61], mentioned earlier,
developed a smart home system based on speech
commands and RFID authentication for physically
challenged persons. With a set of 40 speech commands,
the user is capable of turning ON/OFF loads. The system
allows the definition of user profiles in order to improve
speech command recognition accuracy (going from 75%
to 90%). Additionally, the system uses a desktop
application where the user can check the status of each
device in the system, indicating them with green, yellow
or red if it is turned ON/OFF or if it is under fault
condition.

User authentication could be made by either RFID
or speech command. Vassev et al. [96] considered
speech commands for their system based on wireless
sensor networks. Milhorat et al. [98] applied speech
commands as the main input mechanism for
communicating with an assistance robot. They
considered crucial aspects like external noises and false
positives that are common issues in this kind of interface.
Considering the elderly as the specific user, Portet et al.
[99] found that “participants particularly appreciated the
fact that this speech technology can bring more security
by warning in case of hazardous situations or by allowing
people to call for help in case of a fall”.
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Figure 9. User Interactions with home environment according to the type of interface.

Virtual and 3D Environments

There are users who want to have more immersive
interfaces of the controlled environments. Using 3D
virtual worlds, researchers have proposed more
interactive scenarios which bring a new level of
interaction with the smart home systems, such as playing
videogames. Still, the purpose of the system keeps on
being a controlling interface for actual devices and loads.
Han et al. [100] proposed a 3D virtual world interface for
managing appliances. A 3D model, based on the user’s
actual house, is rendered for a complete visualization of
connected appliances in the system. Using an avatar, the
user can travel through the environment and interact
with the devices. The proposed system uses an
intermediate server which stores the models of both
house and avatars to be used. Also, the server
communicates to the home gateway all the actions
performed by the user. Using this architecture, it is
possible to do remote controlling from any PC with the
desktop application of the system.

These types of interfaces are suitable for learning
without taking risks in the actual house. Jimenez-Mixco
et al. [101] designed a virtual reality interface for the
elderly and disabled community, focused on immersing
environments where they can learn some tasks and
acquire habits before interacting with the actual ambient
assisted living environment.

Other solutions, such as those provided by Drey
and Consel [102], Luque et al. [103], Camacho-Guerrero
and Macedo [104] and Mardanbegi and Hansen [105],
focus on bringing visual environments, similar to the
actual house, in order to help users to define actions and
monitor events. Such environments are helpful to
identify the location of sensors and actuators inside the
architecture of the house and to determine how such
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devices interfere with their daily actions.

Evolution of Smart Home Systems

The reviewed systems were presented by their
authors as home automation or smart home systems.
Regardless of their approach or objective, those systems
were proposed as alternatives that complement a user’s
actions and bring assistance to his/her daily situations.
Several common aspects could be identified in each one
of the systems which help to define the minimal
requirements that a current home automated system
should have. Kim et al. [33] described the basic aspects
of current home automation systems. They say “A typical
home automation system of today consist of a Wi-Fi
router or an internet connection, a smart home gateway
and multiple nodes (known as end devices). These
systems can commonly be installed in standard homes,
making the homes smart.”

However, there is an important challenge yet to be
faced in the topic. As Gill et al [77] stated: “These
systems have made a significant contribution to the
development of a home gateway. However, the existing
network infrastructure within the home environment has
not been taken into consideration when selecting the
networks for integration with the respective home
gateways. Moreover, the existing research has focused on
the provision of remote connectivity and has largely
neglected investigating the integration of existing local
networks” [77]. This is a crucial aspect to be taken
seriously if scalable systems are a desired design result
regardless of the type of networking the devices and
household appliances implement.

Activity Recognition

Knowing what the user is doing and bringing
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automatic assistance based on activity recognition is a
promissory research field that is attracting the attention
of many researchers in home automation and domotics.
Approaches such as Belley et al. [45] and Aloise et al. [71]
demonstrate that such interfaces are capable of being
fully functional with any user. The major benefits of
activity recognition can be found in assistive living and
healthcare smart home systems. This type of system has
been evolving from monitoring to full user tracking in a
way that the system is capable of determining the kind of
help it can provide according to the circumstances. There
are still several problems to be solved such as the
reliability of predictions [106], as well as the situation
when the same action could be interpreted in different
ways (sitting in the living room differs from sitting in the
toilet or dining room). Many of the proposals in this
category are ontology-based, which are considered in the
next subchapter.

Intelligent Systems and Ontology-based Domotics

Bringing intelligence to the system is an interesting
approach that has attracted the attention of designers
and researchers. Concepts like agents, ontologies and
semantic web have been considered to enhance
interoperability between devices, user monitoring and
context-aware solutions capable of determining with
high precision what the users are doing. The concept of
agents has been applied to domestic domotics.
Moergestel et al. [107] proposed an agent-based
architecture focused on expandability and hardware
independence. Agents are deployed throughout the
system and are tied directly to actuators, sensors and
devices involved. By using agents, no direct
communication with devices is required, instead, a single
communication mechanism based on XML is used for this
purpose. Similarly, Satterfield et al. [108] proposed agent
architecture for recognizing activities and monitoring
inhabitants in order to bring assistance when required.
Additionally, an ontology encoded in Resource
Description Framework (RDF) style was developed with
the purpose of matching features and constraints when a
well-defined event is observed in a home.

Cheng et al. [109] say that “it is more reasonable
to make a home adapt to family member behaviors than
a user adapt to limitation functionalities of a home”.
Keeping this in mind, they proposed the Adaptive
Scenario Based Reasoning (ASBR) system, which is
capable of learning the user’s preferences and building
different scenarios according to the situations. The
description of such scenarios stored in an
ontology-based context information system where
knowledge can be produced and evolved from regular
updates.
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Applying the related concepts of Semantic Web or
Web 3.0 is a new path opened by Gu et al. [110] as an
alternative intelligence mechanism applied to smart
home environments. They started with a context-aware
proposal for rapidly prototyping smart home
environment applications based on reasoning and
knowledge sharing coming from ontology-based context
models. This approach has been the principal pillar of
this particular area in home domotics. Authors like Hu et
al. [111], Bonino et al.[112], Huang et al. [113], Kao et al.
[114] and Abreu et al. [115] have proposed several
architecture designs based on ontology systems which
enable the evolution of the obtained knowledge, and
match certain rules in order to determine contexts and
scenarios where users may interact. Such a solution
requires following the preferences of each user. However,
the results are distinctive from one another and the
results get better as the users interact with the system.

Ontologies have been considered for energy saving
systems. Cheong et al. [116] presented an
ontology-based reasoning approach applied to saving
energy in a smart home while using a mobile phone as a
generic sensor for collecting the user’s contextual data.
The data collected by the system is sent to a central
server which reports the status of the requested device
and its electricity level to the respective user. Grassi et al.
[117], [118] introduced a couple of ontologies focused on
description of devices and power generations and
consumption for intelligent task management and energy
consumption optimization. The collected information is
related to a context, a device, and a service. With the
analysis of the usage patterns of the device and data

based on external variables like weather and
temperature, the system is capable of scheduling
automatic tasks at certain hours where energy

consumption gets lower values depending on the priority
of the task.

For the current problem of heterogeneous devices,
Miori et al. [119] applied such concepts as looking at
interoperability among different and incompatible
devices, giving all of them a computational significance.
This problem was also faced by Zhnag et al. [120] who
discussed semantic based ontology models applied to
smart appliances. They concluded that, at development
and deployment levels, describing smart appliances using
ontologies rather than other mechanisms makes such
processes easier and more efficient. Ontologies gave
them the impression that developers only care about the
description of the devices instead of specific procedures.
A similar approach was proposed by Xu et al. [121] who
considered the diversity of household appliances and
residents in the same house, hence, using an
ontology-based framework facilitates the composition of
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appropriate applications for house appliances rather
than configuring and adapting each of them in the smart
environment. Additionally, they designed a template
which can be edited by customers in order to specify
their behavior within the environment. This last
specification enables the composition of user profiles
with a set of appropriate appliances according to the
defined behavior.

Chikhaoui et al. [122] proposed a universal
ontology aimed at dealing with the integration of
ubiquitous computing in smart home environments.
Their proposal solves the problem of referentiality
(referential location and referential time [123]) and
environmental change. Authors recognize that “Despite
the huge efforts provided in the development of
ontologies for smart environments, the development of a
complete ontology remains a difficult task”.

Considering context-aware situations, Cacciagrano
et al. [124] combine an RFID-based framework with an
ontology based knowledge model for locating objects in
delimited spaces to prevent or detect dangerous
configurations within the home. Additionally, they use
the first order logic-based model for statistical detecting
of both spatial and temporal configurations of objects
that could initiate a dangerous situation. Zhao and L [125]
compared three different methods (key-value, logic
model and ontology) applied to context-aware systems in
smart home environments. According to their
conclusions, ontologies are helpful for sharing knowledge
by defining relations and rules. Furthermore, it is the
most formalized mechanism, so far, to improve sharing,
reasoning and reusing context. Chen et al. [126]
introduced an ontology-based hybrid for activity
modelling using a domain knowledge-based model and a
data driven learning model. Starting the process with a
“seed”, the system starts the recognition process by
extending the knowledge using activity discovery and
model update. Finally, ontologies have been considered
for the design of context-aware solutions focused on
disabled users. Sohn et al. [127] proposed a framework
based on three ontologies: 1) generic service ontology, 2)
personalized service ontology, and 3) service context
ontology. Such ontologies interact with each other in
order to recommend personalized services according to
the context where the disabled person is.

Recognizing user activities is another problem
using ontologies might solve. Wongpatikaseree et al [128]
proposed a complex solution based in three tiers: 1) a
context-aware infrastructure ontology to describe and
model the context within the smart home where the
users are located. 2) A set of rules to describe human
activity and identify it by object-based and
location-based concepts. And 3) an ontology-based
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activity recognition system for both recognizing the
activity and finding its semantic information. Similar to
other researchers in the field, they recognize that
“although the system can recognize the human activity, it
still needs to improve the complex rules for more specific
activities”.

Conclusion and Future Challenges

Over the last five years a number of important
results have been obtained regarding smart home
environments, and considering aspects such as the
overall architecture, expectations of the current users
and manifold ways to operate such systems. It can be
observed that aspects like comfort and all-in-one
controls are no longer the focus of researchers and
designers, instead, the meaning of having an
interconnected environment with the possibility of
external monitoring has become the key concept of the
most recent proposals.

Throughout mankind’s history, technology has
provided better working and living environments always
trying to help people in their daily actions. Nowadays
concerns, such as taking care of loved ones from a distant
location, are now possible to solve thanks to monitoring
systems. This type of care is enhanced even more by
complete home environments that, as mentioned
throughout this survey, have been conceived to be fully
operational with any kind of wuser under any
circumstances.

But technology itself is useless if no appropriate
user interfaces are provided to work with it. In this
aspect, recent proposals have moved from desktops and
mobile phones to be much more flexible and intelligent
systems. Currently, people are facing tracking
technologies without even being notified (mostly, for
security and surveillance reasons), and this kind of
technology has been embraced by researchers who
propose that the smart home should be capable of
determining what the user is doing and how it can be of
assistance. It is clear that such interfaces are not
intended for everyone, so it is still common to find
mobile solutions as the central alternative for controlling
the entire system. As long as mobile devices are required
for communications, they will continue to be the
preferred interface by many users.

Even with such progress, the problem of several
closed technologies generates confusion in the market
and reduces the number of available applications for the
general public [28].

From Table 2, the dominating topics in the area of
smart home research can be seen. Authors have focused
mainly on home and user monitoring for security
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purposes, and environmental monitoring. Another
important topic has been home controlling or home
automation. However, the following topics (as shown in
Table 2) should become more relevant to researchers in
order to be able to accommodate new trends that users
are already experiencing with other technologies like
smart health care, and smart entertainment:

Context awareness: people are getting used to
receiving useful information from their personal devices
which are more and more aware of each user’s detailed
behavior. Smart home systems should incorporate
already gathered information from the user to improve
their level of comfort and general quality of life during
their home hours.

User authentication: people are acquiring high
levels of Internet connectivity through differing smart
devices like watches, refrigerators and TVs. And they are
becoming less and less aware of the vulnerability of their
personal information. Research on smart homes needs to
include solutions to the security threats that increased
levels of connectivity are creating for users.

Scheduling: this is a consequence of systems
becoming more aware of their context. In general
researchers should give more importance to this topic as
proper management would reflect on the user’s quality
of life.

Smart health: another aspect of smart devices that
is becoming more relevant to the user every day is the
possibility of using smart technologies to improve and
keep better records of their health. The explored
research did not show any relevant connectivity with
new smart health technologies. It is thought that smart
homes should help the user in the purpose of improving
their health. For example, smart refrigerators, smart
exercise devices and smart TVs could collaborate in
improving the user awareness about their need to: eat
healthier, do more exercise and change sedentary
routines.

The topics examined above are not covered as
necessary in the literature but, if correctly implemented
in smart home systems, they could make them more
attractive to final users and accommodate current trends
in smart technologies for the entire family.
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